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Java Usage Tracker

Java Usage Tracker tracks how Java Runtime Environments (JRES) are being used in
your systems. The output of Java Usage Tracker is a plain text, comma-separated
record that contains the JRE version, the application being run, and other details. This
record is appended to a file or sent over the network in a User Datagram Protocol
(UDP) packet.

Java Usage Tracker logs certain system properties that are present or set in the JVM
after its initialization and immediately prior to invoking user code. Any properties in
addition to those logged by default can also be logged by Java Usage Tracker by
specifying them in the com or acl e. usaget racker. addi ti onal Properti es Java Usage
Tracker property. See Java Usage Tracker Properties.

@ Note

To obtain all system properties set for a JVM after its initialization, you can call
the method

java. |l ang. managenent . Runt i neMXBean. get Syst enPr operti es()
or run the command j cnd VM system properties.

Java Usage Tracker System Requirements

Java Usage Tracker is supported in all current versions of the JDK.

@ Note

Java Usage Tracker was included in JDK 7, JDK 6u25 and later, JDK 5u38
and later, and JDK 1.4.2_ 35 and later. These versions of the JDK are no
longer supported.

Java Usage Tracker Output
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The following is an example of output from Java Usage Tracker; it is a record of one
invocation of a Java application. Line breaks were added for clarity; each record
appears as one line of text:

"javaws application",
"Mon Sep 26 13:10:14 EDT 2022",
" MY- COMPUTER/ 192. 0. 2. 0",
"https://docs. oracl e. conijavase/tutorial JIWs/ sanpl es/ ui swi ng/
Tr eeDenoProj ect/:
sourceURL=htt ps://docs. oracl e. conf j avase/ tutori al JWS/ sanpl es/ ui swi ng/
Tr eeDenoPr oj ect/ TreeDeno. j nl p
app_nodel =<Base64 encoded data>",
"C:\Java\jrel.8.0 351",
"1.8.0_351",
"25.351-b10",
"Oracl e Corporation",
"Oracl e Corporation",
"W ndows 10",
"and64",
"10.0",
" - Xboot cl asspat h/
a:C\Java\jrel. 8.0 _351\lib\deploy.jar;C\Java\jrel. 8.0 _351\lib\javaws.|a
r,
C:\Java\jrel.8.0 351\lib\plugin.jar -Xverify:remte -
D ava. security. manager
Dj ava. security.policy=file:C\Java\jrel.8.0 351\Iib\security\javaws. poli
cy
-Dtrust Proxy=true -Djnl px. home=C:\Java\jrel. 8.0 _351\hin
-Dj nl px. ori gFi | enameAr g=Tr eeDeno. j nl p - Dj nl px. renmove=f al se -
D nl px. spl ashport =60867
-Dj nl px.jvmeC: \ Java\jrel. 8. 0_351\ bi n\j avaw. exe ",
"C:\Java\jrel.8.0 351\Iib\deploy.jar",
"user. home=C: \ User s\ MYUSER my. cust om property=nul |

The following table describes each value of this comma-separated line:
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Example

Description

javaws application

Type of start; it has one of the following values:

e VM start:JVM start-up (either Java
application or JNI invocation)

¢ plugin2: Applet

e javaws applicationorjavaws
appl et : Java Web Start

The value about the type of start is followed by

one of the following values if there is a

Deployment Rule Set (DRS) that specifically

allows the application to run or block the app.

e permtted

e denied

e denied [required version
rul eVersion not avail abl e], where
rul eVer si on is the minimum required
version of the Deployment Rule Set
specification

The value about the type of start is followed by

one of the following values if there is no DRS

run or block rule:

e denied [by user]

- denied [by security settings]

e No value (empty string): The application is
allowed to run

Mon Sep 26 13:10: 14 EDT 2022

Date and time

MY- COWPUTER/ 192. 0. 2. 0

Host name and IP address in the form
<host nane>/ <l i teral | Paddr ess>
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Example

Description

https://docs. oracl e. conf j avase/
tutorial JWS/
sanpl es/ ui swi ng/
Tr eeDenoPr oj ect/ :
sour ceURL=ht tps://
docs. oracl e. com j avase/
tutorial JWS/ sanpl es/ ui swi ng/
Tr eeDenoPr oj ect/ TreeDeno. j nl p
app_nodel =<Base64 encoded dat a>

Java command (name of main class or jar file)
and list of arguments, if any (space-separated
list)

Java Web Start applications have the following
form:

<Docunent base>:
<mai n cl ass> <argunent s>
app_nodel =<seri al i zed cl asses
for use by AM>
app_custoner=<contents of the
<customer> block in a rule>

Applet invocations have the following form:

<Docunent base>:

<par anet er s>

app_nodel =<seri al i zed cl asses
for use by AMC

app_custoner=<contents of the
<cust omer > bl ock>

The values for app_nodel and
app_cust oner are encoded in Base64.

The value of app_nodel contains basic
information about the application, including
location, codebase, and main class. Its value
is the same regardless of whether the
application is permitted or denied to run.

The parameter app_cust oner appears only if
the application is governed by a specific DRS
rule that DRS run rule contains a <cust omer >
block.

C\Java\jrel.8.0 351

Directory that contains the JRE (j ava. hone
system property value)

1.8.0_351 Java version (j ava. ver si on system property
value)
25.351-b10 JVM version (j ava. vim ver si on system

property value)

Oracle Corporation

Java vendor (j ava. vendor system property
value)

Oracle Corporation

JVM vendor (j ava. vm vendor system
property value)

W ndows 10

Operating system name (0S. nanme system
property value)
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Example

Description

amd64 Operating system architecture (0s. ar ch
system property value)
10.0 Operating system version (0S. ver si on

system property value)

- Xboot cl asspat h/
a: C:\Java\jrel. 8.0_351\1i b\ depl oy.
jar;

C\Java\jrel.8.0_351\lib\javaws.ja
r

C\Java\jrel.8.0_351\lib\plugin.ja
r -Xverify:remte -
O ava. security. manager
Oj ava. security.policy=file:C\Java
\jrel.8.0_351\1ib\security\javaws.
policy

-Dtrust Proxy=true -
O nl px. hone=C:\ Java\jrel. 8.0 _351\b
in

Oj nl px. ori gFi | enameAr g=Tr eeDeno. j n
[ p -Djnl px. remve=fal se
- O nl px. spl ashport =60867

O nl px. jvmeC:\ Java\jrel. 8. 0_351\ bi
n\j avaw. exe

JVM arguments (space-separated list); empty
if there are no JVM arguments; n/ a if this
information is not available (for example, in
Java SE 1.4.2, this information is not available)

C:\Java\jrel.8.0_351\1ib\deploy.|jar

Class path (j ava. cl ass. pat h system
property value)

user . hone=C: \ User s\ CURRENT- USER
my. cust om property=nul |

Nane=val ue pairs of any additional system
properties specified in the Java Usage Tracker
properties file. Multiple pairs are space-
separated; empty if no additional property
names are specified (default).

ltems that Contain Spaces in Java Usage Tracker Output
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In the fields that are space-separated lists, a different quote character (by default, the
single quotation mark, ' ) is used to quote an item that contains a space. Any existing
guote characters are printed twice.

For example, consider the following command:

/jdkl.8.0_20/bin/java

-Dfool="a b"

-Df oo=\"

-jar c:\\Program Files\\Java/jdkl.6.0_25/deno/]jfc/Java2Dy
Javaz2Deno. j ar

Java Usage Tracker prints these system properties as follows (line breaks were added
for clarity):

"'-Dfool=a b' -Dfoo="" ",
"-jar c:\Program Files\Javal/jdkl. 6.0 25/deno/jfc/Java2ll Java2Denv. jar",

For JRE versions prior to 8u20, Java Usage Tracker does not surround fields with
guotation marks.

Enabling and Configuring Java Usage Tracker

Java Usage Tracker is disabled by default. Enable and configure it by creating a
properties file named usaget r acker . properti es. See Example Java Usage
Tracker properties File.

For JRE 8ul52 and later, if you want Java Usage Tracker to track all JRES on your
system, then put the usaget r acker . properti es file in the central file system
location, which differs depending on your operating system:

*  Windows: %°r ogr anti | es% Java\ conf\ (Windows x64) or
%°r ogr antfi | es(x86) % j ava\ conf\ (Windows x86)

e Linux and Solaris: / et c/ or acl e/ j ava/
e macOS:/ Li brary/ Application Support/ O acl e/ Javal/

If you want Java Usage Tracker to track a specific JRE, then ensure that the

usaget racker. properti es file doesn't exist in the central file system location, and
put the usaget r acker . properti es file in the directory <JRE di r ect ory>/
conf/ managenent/ (<JRE directory>/1ib/ managenent/ for JRE releases
prior to 9). Note that the path name is different, depending on whether you are
configuring Java Usage Tracker for a JDK or for a JRE.

For additional flexibility, if you want to use a different properties file, then you can
specify it with the system property - Dcom or acl e. usaget racker. config.fil e on the
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command line. In the following example, Java Usage Tracker uses the properties file /
pat h/ usaget r acker. properties:

java -Dcom oracl e. usagetracker.config.file=/path/
usagetracker. properties MyApplication

The JVM searches the following locations, in order, for a
usaget racker. properti es file. It uses the first one it finds to enable and configure
Java Usage Tracker.

1. Path specified by the system property - Dcom or acl e. usaget racker. config.file
2. Central file system location (for JRE 8ul152 and later)

3. <JRE directory>/conf/managenent/ (<JRE directory>/1ib/
managenent / for JRE releases prior to 9)

@ Note

To enable Java Usage Tracker, the usaget r acker . properti es file that
you create must have a valid value for at least one of the following properties:

e comoracle.usagetracker.|ogToFile

e« comoracl e.usagetracker. | ogToUDP

Java Usage Tracker Properties

This section describes the properties you can specify in the Java Usage Tracker
properties file.

These properties are set only in the Java Usage Tracker properties file; they are not
set at the command line. This is intended so that Java Usage Tracker has no impact
on or interaction with the JRE user or existing applications.

@ Note

The backslash (\) is an escape character in a properties file. Consequently,
when specifying file paths that include directories or drive letters, use a
forward slash (/) or an escaped backslash (\\) as a directory separator.
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Property

Description

com oracl e. usaget
racker. addi tiona
Properties

Java Usage Tracker logs certain system properties that are present or
set in the JVM after its initialization and immediately prior to invoking
user code. Certain nonstandard Java properties are not logged by
Java Usage Tracker, for example, user . name and user . di r. Use this
property to record specific, nonstandard properties and their values.

The value of this property is a comma-separated list of properties. For
example (ignore line break):

com oracl e. usaget racker. addi ti onal Properties =
user. hong, user. name, my. cust om property

For a list of all available properties for a particular JVM, add the option
- XshowSet t i ngs: properties. This will include all the properties
configured by the JVM as well as custom properties that might be
specified as an option with the format - D<ny_pr oper t y>=<val ue>.

com oracl e. usaget
racker.innerQuote

The character or string used to quote items that contain a space in the
JVM argument field list and the additional properties field. The default
value is the single quotation mark (' ).

This property is available in JRE 8u20 and later.

com oracl e. usaget
racker. | ogFi | eMax
Size

The log file size limit, in bytes. If the file size equals or exceeds the
given value when logging is attempted, that attempt will be canceled.

If this property is not set, then there is no log file limit.

com oracl e. usaget
racker. | ogToFil e

If this property is specified, the fully qualified path name of the file to
which Usage Tracker writes records.

You can specify ${ user . homre} in the path name. The property will
expand to the user's home directory. For example (ignore line break):

comoracl e. usagetracker. |l ogToFile = $
{user. hone}/.java_usagetracker

com oracl e. usaget
racker. | ogToUDP

If this property is specified, Java Usage Tracker logs to the specified
remote host in a UDP packet. For example (ignore line break):

com or acl e. usaget racker. | ogToUDP =
| oggi ngmachi ne. domai nname: 32139

Specifying an IP address may be faster in some cases; although, this
resolution does not delay the startup of the JVM or the application.

See Java Usage Tracker Sample: Receiver for UDP Packets for an
example application that can receive UDP packets.

com oracl e. usaget
racker. maxFi el dS
ze

Any single field limit, in bytes. The default is no limit. Java Usage
Tracker truncates a field to this limit, without breaking the record
format, if the com or acl e. usaget racker. sendTruncat edRecor ds
property is true.

This property is available in JRE 8ul52 and later.
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Property Description

com or acl e. usaget | Overall record limit, in bytes. The default is no limit. Java Usage
racker. nmaxSi ze Tracker truncates records to this limit if the

com or acl e. usaget racker. sendTr uncat edRecor ds property is
true.

This property is available in JRE 8ul52 and later.

com oracl e. usaget | The character or string used to quote fields. The default value is the
racker. quote double quotation mark (").

This property is available in JRE 8u20 and later.

com oracl e. usaget | Truncates records and individual fields if they exceed the sizes
racker. sendTrunca | specified by the com or acl e. usaget racker. maxSi ze and
t edRecor ds com or acl e. usaget racker. maxFi el dSi ze properties,
respectively. The default value is true.

This property is available in JRE 8ul52 and later.

com oracl e. usaget | The character or string that separates entries in the log file. The
racker. separator |defaultisthe comma(,).

com oracl e. usaget | If this property is set to true, error information may be reported to the
racker. verbose standard error stream; this is only recommended for diagnostic
purposes.

Example Java Usage Tracker properties File

To create a Java Usage Tracker properties file, you can use the following example as
a template. Lines that begin with the pound sign (#) are comments.

# UsageTracker tenplate properties file.

# Copy to <JRE directory>/ conf/ managenent/usagetracker. properties

# (or <JRE directory>/lib/managenent/usagetracker.properties for

# JRE releases prior to 9) and edit, uncomenting required settings, to

enabl e.

# Settings for logging to a file:

# Use forward slashes (/) because backslash is an escape character in a
# properties file.

# comoracl e. usagetracker. | ogToFil e = ${user. hone}/.|ava_usagetracker

=

Settings for logging to a UDP socket:
# com oracl e. usagetracker. | ogToUDP = host narme. domai n: 32139

# (Optional) Specify a file size limt in bytes:
# com oracl e. usaget racker. | ogFi | eMaxSi ze = 10000000

# If the record should include additional Java properties,
# this can be a conma-separated list:
# com oracl e. usagetracker. addi ti onal Properties =

# Additional options:
# com oracl e. usagetracker. verbose = true
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com or acl e. usaget racker. separator =,
com oracl e. usaget racker. quote ="
com oracl e. usaget racker. i nnerquote =

Java Usage Tracker Sample: Receiver for UDP Packets

The following sample, UsageSer ver Tr acker . j ava, is a simple application that
listens for Java Usage Tracker data:

/*

* Copyright (c) 2012, 2015, Oracle and/or its affiliates. Al rights
reserved.

*

* Redistribution and use in source and binary forms, with or wthout
* modification, are permtted provided that the follow ng conditions
are net:

*

* -Redistribution of source code nust retain the above copyright
notice, this

* list of conditions and the follow ng disclainmer.

*

* -Redistribution in binary formmust reproduce the above copyri ght
notice,

* this list of conditions and the followi ng disclaimer in the
docunent ati on

* and/or other materials provided with the distribution.

*

* Neither the name of Oracle or the names of contributors nay

* be used to endorse or pronote products derived fromthis software
wi t hout

* specific prior witten perm ssion.

*

* This software is provided "AS IS," without a warranty of any Kind.

ALL

* EXPRESS OR | MPLI ED CONDI TI ONS, REPRESENTATI ONS AND WARRANTI ES,

| NCLUDI NG

* ANY | MPLI ED WARRANTY OF MERCHANTABI LI TY, FI TNESS FOR A PARTI CULAR
PURPOSE

* OR NON- | NFRI NGEMENT, ARE HEREBY EXCLUDED. SUN M CROSYSTEMS, I|NC.
(" SUN')

* AND I TS LI CENSORS SHALL NOT BE LI ABLE FOR ANY DAMAGES SUFFERED BY
LI CENSEE

* AS A RESULT OF USING, MODI FYI NG OR DI STRIBUTING TH S SOFTWARE OR | TS
* DERIVATI'VES. I N NO EVENT WLL SUN OR I TS LI CENSCRS BE LI ABLE FOR ANY
LOST

* REVENUE, PRCFIT OR DATA, OR FOR DI RECT, | NDI RECT, SPECIAL,
CONSEQUENTI AL,

* | NCI DENTAL OR PUNI TI VE DAMAGES, HOWEVER CAUSED AND REGARDLESS OF THE
THECRY

* OF LIABILITY, ARISING QUT OF THE USE OF OR I NABILITY TO USE THI S
SOFTWARE,
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* EVEN | F SUN HAS BEEN ADVI SED OF THE PCSSI BI LITY OF SUCH DAMAGES.

*

* You acknow edge that this software is not designed, |icensed or

i nt ended

* for use in the design, construction, operation or maintenance of any
* nuclear facility.

*/

i mport java.net.|net Address;

i mport java. net. Dat agranfocket ;
i mport java. net. Dat agranPacket ;
i mport java.io.| CException;

i mport java.net. Socket Excepti on;

import java.io.File;

i mport java.io.QutputStream

i mport java.io.FileCQutputsStream

i mport java.io.QutputStreamiiter;

/**
* A daemon that listens for and | ogs UsageTracker information.
*/

public class UsageTrackerServer {

static bool ean verbose = fal se;
boolean initialized = fal se;
String | ogFileName = null;

File [ ogFile;
QutputStreamMiter witer;

int port = 32139;

I net Address address = null;

Dat agr anSocket socket ;

private static final int BUFFERSI ZE = 65536;
[ ong received = 0;

bool ean running = true;

/**

* Main entry point for starting this daenon.

*/
public static void main(String [] args) {
try {
UsageTracker Server uts = new UsageTracker Server (args);
uts.run();

} catch (Exception e) {
Systemout . println("UsageTrackerServer: " + e.getMessage());
if (verbose) {
e.print StackTrace();
}

Systemexit(1);
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public static void usage() {
System out . println("UsageTrackerServer [-v] [-0 filename]
[host]:port\n" +
"e.g. UsageTrackerServer -0 usagetracker.out :32139\n");

}

/**
* Initialize a UsageTracker Server given some argunents
*/

UsageTracker Server(String [] args) throws Exception {

bool ean usage = fal se
for (int i=0; i<args.length; i++) {

if (args[i].equals("-?") || args[i].equals("--h")) {
usage = true;
br eak;
} else if (args[i].equals("-v")) {
verbose = true
} else if (args[i].equals("-0")) {
| ogFil eNane = args[i+1];
i +4+;
} else if (args[i].contains(":")) {
/1 parse [address]:port
int colon = args[i].indexOF(":");
if (colon > 0) {
try {
address = I net Address. get ByNanme(
args[i].substring(0, colon));
} catch (Exception ae) {
Systemout . println("UsageTrackerServer: " +

"problemsetting listen address: " + ae);
usage = true
}
}
try {
port = Integer.parselnt(args[i].substring(colon+l));

} catch (Number For mat Exception nfe) {
System out . println("UsageTrackerServer: cannot set

port: " +
args[i].substring(col on+l));
usage = true
} else {
usage = true
}
}
/1 Argument failure or request for usage gets the usage nessage
only:
if (usage) {
usage();
return;
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}

/1 Qtherwise, continue to proper initialization:
socket = null;
try {
if (address !'= null) {

socket = new Dat agr anSocket (port, address);
} else {

socket = new Dat agr anSocket (port);

}
} catch (Socket Exception se) {

t hrow new Exception("probl em creating socket: " + se);
}
if (logFileName !'= null) {
try {
File logFile = new File(logFil eNane);
if (verbose) {
Systemout.printin("Using logfile: " + | ogFileNane);
if (logFile.exists()) {
Systemout.printIn("File exists, will append.");
}
}
Fil eQutput Stream fos = new Fi | eQut put Strean(! ogFil e,
true);
witer = new QutputStreamWiter(fos, "UTF-8");
} catch (I CException ioe) {
t hrow new Exception("problemusing file " + | ogFileName
+ " "4+
i oe);
}
}
initialized = true;
}

public void run() throws Exception {
if (Yinitialized) {

return;
}
Runnable r = null;
if (witer == null) {
r = new UsageTracker Server Runnabl e( socket ) ;
} else {
r = new UsageTracker Server Runnabl e(socket, witer);
}
Thread t = new Thread(r, "UsageTracker ServerRunnabl e");
t.start();
t.join();
}
/**

* Runnabl e that |istens and | ogs.
*/
private class UsageTracker Server Runnabl e inpl ements Runnabl e {
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Dat agr anSocket | i stenSocket ;
Qutput StreamWiter witer = null;

UsageTr acker Ser ver Runnabl e( Dat agr anSocket socket) {
listenSocket = socket;

}

UsageTracker Ser ver Runnabl e( Dat agr anSocket socket,
QutputStreamWiter witer) {
t hi s(socket);
this.witer = witer;

}

public void run() {
byte [] buf = new byt e[ BUFFERSI ZEF] ;
Dat agr anPacket packet = new Dat agranPacket (buf, buf.length)

Il Ready to receive data
if (verbose) {
String addr =
|'i stenSocket . get Local Address(). get Host Addr ess();
if (addr.equals("0.0.0.0")) {
addr = "l ocal host";
}
Systemout . println("UsageTrackerServer: ready to
receive on " +

addr + ":" + listenSocket. getLocal Port());
}
while (running) {
try {
l'i stenSocket . receive(packet);
String dataReceived = new String(packet.getData(),
0,
packet . get Length());
Il The format of a UsageTracker record contains a
new i ne at
Il the end; if that is mssing, we have a truncated/
corrupt
/'l packet.
if (!dataReceived.endsWth("\n")) {
Systemout . println("Inconpl ete nessage
received: " +
"size =" + packet.getlength() + ", data = "
+

dat aRecei ved) ;
dat aRecei ved = dataReceived + "\n"
}
recei ved++
if (verbose) {
Systemout . println("Recei ved nessage size: " +
dat aRecei ved. | ength());
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if (witer '=null) {
witer.wite(dataReceived, 0,
dat aRecei ved.  ength());
writer.flush();
} else {
System out . pri nt (dat aRecei ved) ;

}
} catch (I CException ioe) {
i oe. printStackTrace();
}

The following is an example of running this sample:

java UsageTrackerServer -v -0 usagetracker.out :32139

e The - v option is verbose; if you specify this option, the sample displays additional
information.

* The - o option enables you to specify the name of a log file; if you do not specify
this option, the sample prints messages to standard output.

* Inthis example, the UDP receiver listens on the localhost address on port 32139.
When a JRE (with an enabled and configured Java Usage Tracker) sends data,
the receiver will send the data to the file usaget r acker . out . The port number is
arbitrary but must be available and must match the one configured in the JRE. If
multiple interfaces exist, it may be necessary to specify the port using the form
hostname:port or ipaddress:port.

Java Usage Tracker Errors and Exceptions

If Java Usage Tracker encounters an error or exception during the logging of a record,
it does not interrupt the application currently running.

Java Usage Tracker does not report errors unless the property
oracl e. usagetracker. ver bose is specified in the properties file.

Managing Disk Space Used by Java Usage Tracker Log
File

Although the size of the Java Usage Tracker log file is small, consider periodically
truncate, compress, archive, or delete the log file. When Java Usage Tracker
incrementally adds records to the log file, it does not check for available disk space or
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perform administrative tasks such as truncating, deleting, or compressing the log file in
order to be minimally intrusive.

In addition, you can specify the maximum size of the log file, in bytes, with the
oracl e. usaget racker . | ogFi | eMaxSi ze property in the properties file.

Java Usage Tracker Limitations

Java Usage Tracker cannot log Java command line options that are processed by the
Java launcher before the JVM is started. For example, Java Usage Tracker does not
record the command line options - cl i ent and - server that select the Java HotSpot
client and server VM, respectively. In addition, Java Usage Tracker may not log an
application if it terminates immediately because it will not stop a process from exiting.

Java Usage Tracker Frequently Asked Questions

Here are answers to some frequently asked questions:

Does Java Usage Tracker affect the private JRE within a
JDK, or does it only affect the standalone JRE?

If you have a JDK installed in a computer, there is a JRE in the jre subdirectory; this is
the private JRE referred to in the question. Yes, Java Usage Tracker logs the usage of
both the private JRE and the standalone JRE, but note that they are configured
separately through their own individual conf / managemnent /

usaget racker. properti es files.

Can Java Usage Tracker log the usage of JDK tools?

If Java Usage Tracker is enabled, it logs the usage of tools that come with the JDK
such as jmap and jstack.

Does Java Usage Tracker log the usage of JVMs created
by native Java applications?

Yes. When a native application creates a JVM with the Java Native Interface (INI),
Java Usage Tracker logs this invocation with a blank Java command.

Will an invocation similar to java -jar file.jar be tracked by
Java Usage Tracker?

Yes.
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Does Oracle capture any of the data logged by Java
Usage Tracker?

No. As the administrator of the JRE installation, usage data obtained from Java Usage
Tracker is stored in the file of your choice or sent to the UDP host and port that you
specify. There is no facility for this data to leave your own network. (Theoretically, if
your firewall permits it, the port your UDP host listens on could be configured as
remote, but this is not expected or recommended usage.)

What does the log record look like for native applications,
applets, and denied applications?

The following is an example of a log record for a native application (line breaks were
added for clarity):

"W start",

"Mon Sep 26 13:08:33 EDT 2022",
" My- COWPUTER/ 192. 0. 2. 0",

"Main",

"C:\Java\jrel. 8.0 351",
"1.8.0_351",

"25.351-b10",

"Oracle Corporation",

"Oracle Corporation",

"W ndows 10",

"amd64",

"10.0",

"-Dmy. cust om property=myval ue ",

"user. home=C: \ User s\ RGALLARD ny. cust om property=nyval ue "

The following is an example of a log record for an applet:

"pl ugi n2",
"Mon Sep 26 14:00:48 EDT 2022",
" MY- COMPUTER/ 192. 0. 2. 0",
"https://docs. oracl e.conijavase/tutorial/depl oyment/appl et/
depl oyi ngAppl et . htm :

j nl p_href =exanpl es/ di st/ appl et _Conponent Arch_Dynani cTr eeDeno/
dynami ctree_applet.jnlp

[ aunchj nl p= codebase_| ookup=f al se
code=appl et Conponent Ar ch. Dynani cTr eeAppl et . cl ass

codebase=htt ps: //docs. oracl e. com j avase/tut ori al / depl oynent / appl et/
wi dt h=375

ar chi ve=exanpl es/ di st/ appl et _Conponent Arch_Dynamni cTr eeDeno/
Dynani cTreeDeno. j ar hei ght =375

app_nodel =<Base 64 encoded dat a>",
"C\Java\jrel.8.0_341",
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"1.8.0_341",
"25.341-b10",
"Oracle Corporation",
"Oracle Corporation",
"W ndows 10",
"x86",
"10.0",
"- Xboot cl asspat h/
a:C\Java\jrel.8.0_341\lib\deploy.jar;C\Java\jrel.8.0_341\lib\javaws.|a
r,
C:\Java\jrel.8.0 _341\lib\plugin.jar -Djava.security.mnager -
D _jvmlaunched=16873846471
-D__appl et _| aunched=16873824704 ",
"C:\Java\jrel.8.0 341\1ib\deploy.jar",
"user. home=C: \ User s\ CURRENT- USER ny. cust om property=nul | "

The following is an example of a log record of a Java Web Start application that was
denied by security settings:

"javaws application denied [by user]",
"Mon Sep 26 13:42:49 EDT 2022",
" MY- COMPUTER/ 192. 0. 2. 0",
"https://docs. oracl e. conijavase/tutorial IWs/ sanpl es/ ui swi ng/
Tr eeDenoProj ect/:
sourceURL=htt ps://docs. oracl e. conf j avase/tutori al JWS/ sanpl es/ ui swi ng/
Tr eeDenoPr oj ect/ TreeDeno. j nl p
app_model =<Base 64 encoded data>",
"C:\Java\jrel.8.0 351","1.8.0 351",
"25.351-b10",
"Oracl e Corporation",
"Oracl e Corporation",
"W ndows 10",
"and64",
"10.0",
"- Xboot cl asspat h/
a:C\Java\jrel. 8.0 _351\lib\deploy.jar;C\Java\jrel. 8.0 _351\lib\javaws.|a
r,
C\Java\jrel.8.0 351\lib\plugin.jar -Xverify:remte -
D ava. security. manager
Dj ava. security.policy=file:C\Java\jrel.8.0 351\Iib\security\javaws. poli
cy
-Dtrust Proxy=true -Djnl px. home=C.\Java\jrel. 8. 0 _351\hin
-Dj nl px. ori gFi | enameAr g=Tr eeDeno. j nl p - Dj nl px. renmove=f al se -
D nl px. spl ashport=61230
-Djnl px. jvmeC:\ Javaljrel. 8. 0_351\ bi n\j avaw. exe ",
"C:\Java\jrel.8.0 351\Iib\deploy.jar",
"user. home=C: \ User s\ CURRENT- USER ny. cust om property=nul |
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How can | remove the quoting behavior of JRE 8u20 and
later for records with the previous formatting?

In the Java Usage Tracker properties file, set blank quote characters with the following
two lines:

com oracl e. usaget racker. quot e=
com or acl e. usaget racker. i nner Quot e=

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at http://www.oracle.com/pls/topic/lookup?
ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support
through My Oracle Support. For information, visit http://www.oracle.com/pls/topic/
lookup?ctx=acc&id=info or visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs
if you are hearing impaired.
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